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Abstract

The landscape of cyberspace is growing at an incredibly fast pace, and it has penetrated
deep into every aspect of society. In order to address this issue, the current study took
a unique approach of focusing on cyber-hygiene practices among senior South African
military officers, which is a largely understudied subject in the South African armed
forces domain. The study was guided by the securitisation theory, which emphasises
that the military plays a key role in orchestrating a “security move”. The South African
National Defence College was selected as the site of importance where senior military
officers undergo educational training. The military is considered a unique population, and
is therefore often overlooked. The aim of the study was to explore how military officers
in particular conceptualise cyber hygiene and how cybersecurity behaviour is practised in
the context of the South African National Defence Force. The study utilised a qualitative
approach, and conducted ten semi-structured interviews. It was found that cybersecurity
awareness was key in the formation of cyber hygiene and locating potential cyber threats.
These factors play a role in the development of security behaviour that is able to identify
vulnerabilities in the system and within their own behaviour. Cultivating cybersecurity
in the organisation was found to be challenged by knowledge and experience relating to
cyberspace usage. The study also found that senior military officers practise cyber hygiene
by taking appropriate security procedures to protect themselves and the organisation;
however, organisational challenges prevent the full application of this practice.

Keywords: Cyber Hygiene, Information Security, Cybersecurity Awareness, South Africa,
Behaviour, Security Practices

Introduction

Bester suggests that cyber threats are pervasive in society and have the potential to affect
various sectors, such as the finance, defence, transport, and maritime sectors, as well as
critical infrastructure.? In addition, the surge in cyber threats locally and internationally
is a consequence of the expanding nature of cyberspace and the move towards a digitally
connected society.** In a connected society, users increasingly use the Internet to undertake
their daily activities, which might be intensifying due to remote working conditions where
access to the Internet is emphasised.® Adding to this, since the inception of the COVID-19
pandemic, there has been a transition towards online or remote working conditions.
This may not necessarily be true for the military context, where South African National
Defence Force (SANDF) members were domestically deployed to maintain order during
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the pandemic. Remote working conditions did not apply to all military members during
the period 2020-2022.° The COVID-19 pandemic saw an increase in cyber threats in
the South African context. This is largely due to infective security behaviours employed
by users when working remotely and having limited cybersecurity awareness. Several
significant factors affect the cybersecurity landscape in South Africa. These include limited
investment in cybersecurity measures, slow progress in developing regulations and laws
related to cybersecurity, and a general lack of awareness regarding cyber threats and
security protocols.” Additionally, the widespread use of digital devices has contributed
to the complexity of the cyber threat landscape in South Africa.® Moreover, the country
has been identified as a prime target for cyber attackers, which makes it even especially
susceptible to security breaches.’ Taking the above into consideration, from a securitisation
theory (ST) perspective, cyber threats pose a significant concern for nation-states. This
necessitates responses that may include prolonged emergency measures or swift actions.
When discussing cyber hygiene, a term often used interchangeably with cybersecurity
awareness, the emphasis is however on individual behaviours that prioritise security. The
focus of ST in this study was therefore, on individual measures rather than on a broad
state-centred perspective.

From a large societal perspective, South Africa has experienced increased ransomware and
phishing attacks.!” The increase in cyberattacks points towards the overall cybersecurity
maturity of the nation-state, and highlights the deprioritisation of defence spending in
favour of social demands." In addition, the maturation of cyber capabilities also comes into
question since the SANDF was suspected of being the victim of a data breach in 2023.12
From a perspective where the military member is the focus, it is unclear how SANDF
members were affected by the surge of ransomware attacks and suspected data breaches
in 2023, since recent research on cybersecurity on South African military officers only
points out aspects related to:

¢ Cybersecurity awareness;
¢ Knowledge of specific threats in an organisational context; and
e Security behaviour in cyberspace.'>!415

This article reflects the research findings of the study conducted by Bester on cybersecurity
awareness among South African military officers.'®

What is Cyber Hygiene?

In terms of cybersecurity behaviour, the researcher used the lens of cyber hygiene to
highlight the increasing threat faced by users who are experiencing online security threats.
The exploration of cyber hygiene among military officers has not been engaged with in
the South African context, although aspects related to awareness and training have been
extensively examined.!”'*!° The term “cyber hygiene” has not been used frequently in the
South African context, and contributes to Bester’s argument that cybersecurity research
that emphasises the human element, is emerging.* The definition of cyber hygiene lends
itself to ‘a set of practices aiming to protect from negative impact to the assets from cyber
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security related risks’.?! This definition fails to consider the essential component of the
human element, whereby risk and threats are thwarted by applying security behaviour and
following security procedures to mitigate potential attacks. The research on which this
article is based focused on the individual level of cyber hygiene by referring to the security
practices and behaviour of military officers in the SANDF. It is argued that engagement
with cyber-hygiene practices may enhance the cyber resiliency of potential targets, thereby
reducing the vulnerability towards cybercrime.? In this instance, the exploration of
behavioural practices associated with cyber hygiene may therefore contribute to this
emerging concept in the South African armed forces context.

The idea of hygiene practices refers to cleansing one’s hands. In a similar fashion, cyber
hygiene refers to the conscious effort to ensure the system well-being of the user online.?
Advancing the description on cyber hygiene, one needs to highlight the idea of digital
well-being and practical steps to ensure online safety. Cyber hygiene is the practical steps
that users take to advance their online security and safeguard their system health, which
may come in the form of computers or devices.?* In addition, when referring to the concept
of cyber hygiene, the element of adaptability must be present, as a security-oriented
approach needs to be considered by users to avoid potential threats. A security-oriented
approach is essential for individuals to cultivate a proactive mind-set aimed at identifying
and mitigating potential threats. It demands that users in organisations consistently adhere
to best practices, monitor for threats, and maintain a strong awareness of risks as they
navigate the Internet.® To achieve cyber hygiene within an organisation, the following
practices must be applied:

* Ensure that adequate training is provided to all members of the organisation to
identify and report suspected threats;

* All organisational devices need to receive updated software;

¢ Ensure that there is strong system access management and that multi-factor
authentication is applied; and

* The organisation should invest in systems that enable clear access to the network
infrastructure of the organisation.?

The dynamics between cybersecurity awareness and cyber hygiene can be linked in two
ways:

¢ In order to practise cyber hygiene, there needs to be a concerted effort to apply
guidelines and best practices;*” and

¢ The human element executes security behaviour by applying knowledge at the
network, individual, and device levels.?®

McMabhon argues that the human element is an important facet in the cybersecurity
chain.?” The connection between cyber hygiene and cybersecurity awareness is based
on the practice of implementing security measures. Individual cyber hygiene requires
training and education on cybersecurity. This is true, as most cyberattacks occur due to a
lack of user awareness.*® The practice of cyber hygiene results in safe internet browsing
by users, and improves cyber health.?! In this case, “cyber health” refers to the notion of
mechanisms to protect a user’s online security and data through a series of procedures.*?
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Cybersecurity Awareness

The researcher raised the question from a philosophical perspective: ‘The chicken or
the egg?’ This question underpins the process that, in order to practise cyber hygiene
(cybersecurity practices), there must be some level of awareness and knowledge of threats.
Cybersecurity is fundamentally influenced by the convergence of outcome of laws, best
practices and individual security behaviour. It is therefore necessary to shift the focus
to cybersecurity awareness as the basis of cyber hygiene. The researcher considers the
human element as an important component in the cybersecurity chain. For this article,
the researcher used Bester’s proposed definition as a reference point:

Cybersecurity is a flexible security process through which individuals
are constantly interacting with a technical environment in the social
context. Cybersecurity is also the immersive process through which the
human factor utilises security software tools in tandem with education,
training, guidelines, technical knowledge, and best practices such as
awareness training, technical skills, and risk assessment. Cybersecurity
also requires the notion of applying knowledge to risk perception and
precautionary behaviour, while being fully aware of vulnerabilities in
both the physical and cyberspace domain.*

Bester’s definition highlights the essence of human behaviour within the cybersecurity
chain and the multitude of activities users need to undertake when confronted with ensuring
security in an online space.** The definition raises the idea of considerable cybersecurity
practices and the application of security mechanisms. The definition however, attempts
to incorporate too many elements that may not necessarily be contextually applicable to
everyday functioning. This contextual limitation is dependent on two aspects, namely
time and space. In terms of time, users often do not have the luxury to acquire advanced
knowledge and skills to enhance their own cybersecurity awareness. The same may apply
to organisations that are experiencing budgetary constraints, and are thus unable to offer
cybersecurity training and education for all members.** In terms of space, the researcher
is of the opinion that each context demands a tailored response and risk management
plan to mitigate cyber threats and attacks. Moreover, the exchange of information in
the armed forces context is contingent upon the functionality of technological systems.
This functionality may, however, be subject to certain contextual impediments, such as
financial limitations.*

Dagada asserts that the increasing number of cyberattacks in South Africa is a serious
concern that demands immediate action.’” The recognition of these threats has prompted
the South African government to develop legislation and frameworks to address these
contemporary threats and safeguard the nation against potential harm. The National
Cybersecurity Policy Framework was introduced in 2015 to provide a comprehensive
view of key stakeholders responsible for mitigating cyberattacks and threats.’® The
classification of threats in terms of complexity is not linked explicitly to the measures
of action, however, but rather to the allocation of duties and responsibilities among the
South African security cluster. Furthermore, ensuring protection against cyber threats
is considered a top priority for the SANDF. To maintain and ensure the best possible
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form of defence, the SANDF has the responsibility of co-ordinating, implementing, and
taking accountability for all cyber-defence issues.**** Adding to the importance of the
SANDF, militaries across the globe are increasingly becoming reliant on information
technology (IT), and the risks have become more severe as cyber threats and attacks are
increasing. The SANDF approach to reducing threats and taking a more offensive stance
on maintaining cybersecurity is to advance its cyber command.*' While this is an important
factor in advancing capacity, it may not necessarily address the issue of awareness and
consideration of cyber hygiene by the SANDF. Furthermore, the role of cyber hygiene
cannot be underplayed in organisational contexts, such as the SANDF, where information
can be critical to operations. It has been found that the implementation of basic cyber-
hygiene practices and the sharing of best practices can result in averting up to 90 per
cent of cyberattacks.*> The implementation of online security behaviour and information-
sharing practices in organisational contexts may therefore contribute to the mitigation
strategies of addressing cyber threats and protecting both individual and organisational
data from being compromised. In the current digital landscape, the human component
remains a crucial factor in ensuring robust cybersecurity measures. As individuals move
between the digital and physical worlds, their actions can significantly affect the security
of digital systems. Humans are however susceptible to committing security-related errors
and can become vulnerable to various threats that can compromise the security of these
systems.® It is important to note that many users may lack the required awareness of
the nature and diversity of cybersecurity threats. Educating and training individuals on
the various types of threats in this domain are therefore critical in reducing the risk of
security breaches and safeguarding digital systems against harm.** Such measures should
include continuous awareness programmes and training sessions to raise the level of
understanding among users and to promote best practices in cybersecurity.*’ By doing
s0, businesses and organisations can create a culture of cybersecurity that is essential for
protecting sensitive data and ensuring the continuity of operations.

The Effect of Cyber Threats on the SANDF

The emergence of cyber threats and cyberattacks has had a significant effect on the
economic and social sectors of South Africa. The increasing reliance on information
and communications technology (ICT) has rendered civil society and the armed forces
vulnerable to cyber threats.*4” As a result, the role of the military in safeguarding national
interests has become increasingly crucial.*® The SANDF however faces a significant
challenge in mitigating the risks associated with cyber threats. The Department of Defence
confirms that, while the threat of cyberattacks is on the rise, the tools available to the
SANDF are outdated.*” Furthermore, the SANDF faces resource constraints due to
insufficient funding, as noted in a report by the former Minister of Defence.® This lack
of resources may impede the ability of the SANDF to integrate ICT capabilities fully and
to enhance technology for mitigating cyberspace threats. Dlamini and Modise argue that
organisations that embrace ICT capabilities tend to operate more efficiently than those that
avoid technological incorporation.’’ Embracing ICT capabilities however also requires
accepting the notion of security in this domain. In addition, the increasing rate of cyber
threats and cyberattacks has emerged as a significant concern for the economic and social
sectors of South Africa, resulting in questions being posed regarding the current state of
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national security and the way the security cluster is advancing cybersecurity efforts from
a multi-disciplinary and collaborative perspective.

Vulnerability of Force Members

The security of software and hardware used in personal computer devices at home is a
growing concern due to the increasing incidence of cyberattacks. This is compounded
by the scrutiny under which SANDF senior officers have come due to the practice of
sharing information on unofficial social media networks.’> Martin highlights that the
organisation is cognisant of the use of social media and that its organisational data might
be vulnerable to other militaries and non-state actors in terms of obtaining intelligence.*
The notion of maturity also comes into question when relating the idea to mobile device
use. It has been identified that the younger generation of military members are more
inclined to use social media on their mobile devices than senior military members.>*
This dynamic of use is confirmed by Bester, who asserts that maturity levels have an
influence on how social media are used and how information is shared among different
age groups.™ It was identified that senior military officers are more apprehensive to share
information than junior military members. Department of Defence spokesperson, Siphiwe
Dlamini, noted in 2023 that unauthorised access to and sharing of classified organisational
information are prohibited and that there are guiding principles and policies to guide
members’ functioning.®® Bester and Arendse argue that limited information on the risk
of threat information in the organisation is conveyed to military members.>” This adds to
military members’ cyber-hygiene vulnerability and overall cybersecurity awareness of
possible threats and security protocols.*® It is however noted that, while the dissemination
of policies and directives is not equally received throughout the organisation, directives
geared towards the processes and procedures on information and communications systems
of security in the Department of Defence exist.® Singh et al. suggest that all users must
have some sense of accountability when applying best practices when navigating the
Internet.* A lack of information on these best practices may also lead to the ineffective
application of cyber hygiene in organisational contexts. The onus is therefore not only on
organisational management to enforce guidelines and best practices but also on personal
accountability.®' In addition, it has been shown that employees will exhibit better cyber-
hygiene behaviour in organisations that have invested significantly in cybersecurity
measures.

Ncubukezi and Mwansa indicate that effective and clear communication strategies and
policies should be the priority of all organisations.®> The effective practice of these
strategies has however not been executed comprehensively in the SANDF, as Bailie
notes that the organisation has experienced substantial challenges related to internal and
external communication.® Ncubukezi and Mwansa draw attention to several factors that
may cause poor cyber hygiene in organisational contexts:

¢ Limited cybersecurity awareness of threats and safety precautions;
e Cybersecurity policies and guidelines that are ineffective in addressing emerging
threats; and
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e Limited knowledge of the technical component of cybersecurity.®

The authors indicate that there must be a connection between the technical features of
cybersecurity and behavioural elements. When making the link to SANDF members,
Bester draws parallels, and suggests that cybersecurity should be flexible and approached
from a multi-disciplinary perspective where there is a blend of technical and human
factors.®

Organisations that experience budgetary constraints may find it challenging to acquire
new technological tools for their personnel to use. Sharing information quickly is
however crucial in the digital age, and limiting technology in organisations may hinder
the psychological need to share information rapidly. In an organisation, such as the
SANDF, sharing information digitally might be critical for operations and instructions
to be executed rapidly.®

As noted, the rise of cyber threats may result in significant security challenges at the
individual level, but may also pose security challenges to organisations, multiple sectors,
and national security.®” The significant increase in cyber threats has led to the SANDF being
more resolute in enhancing its cyber resilience and digital capacity.®® Bester and Arendse
assert that the SANDF acknowledges the importance of cyber threats and attacks and the
vulnerability of its members.® It is thus necessary to explore online security practices
and behaviour from a multi-disciplinary perspective.” This multi-disciplinary view is
echoed in cybersecurity awareness research that highlights technological advancement,
psychosocial factors, and the development of cybersecurity awareness and education.

The Link Between Cyber Hygiene and Cybersecurity

Awareness

Hygiene encompasses the conscientious practice of upholding bodily cleanliness to
support both mental and physical well-being.”! This brief reiteration of hygiene can be
linked to cyber hygiene, which highlights the efforts made by users to ensure online
safety through appropriate mechanisms that ensure system health and online security. The
implementation of efficient cyber-hygiene practices among users has been identified as
an important factor in addressing cyber threats and risks.” This also points towards the
facets of knowledge and routine practice of security protocols. Van’t Wout refers to the
idea that cybersecurity training should be provided on a regular basis in order to build
knowledgeable security personnel that can manage risks effectively.” Bester adds that a
one-size-fits-all approach cannot be the only solution for an organisation the size of the
SANDF, as specific needs must be addressed.” Furthermore, cyber threats are unique
in their own right and may affect strategic parts of cyber well-being and functioning.!
Bester therefore recommends that threats need to be mitigated by using uniquely tailored
training programmes and behavioural mechanisms that are well positioned to deal with

i The researcher refers to “cyber well-being” as a term that encompasses both the technical and
the psychological well-being of the user functioning in cyberspace and making use of it.
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the technical features and psychological attributes that seek to exploit user vulnerability.”

Cyber hygiene is a concept that needs more attention in the organisational context as it
aligns with the development of cybersecurity awareness. Introducing cyber hygiene to
personnel in organisational contexts may enable the efficient behaviour of managing
risks.” In organisational contexts, the practice of cyber hygiene is recommended to be
the responsibility of every employee. Therefore, the successful practice of cyber hygiene
implies that responsibility for maintaining security behaviour rests not only with the
organisation, but also with the individual.

Securitisation Theory

Securitisation theory originates from the fields of international relations and political
science. There is, however, an ongoing debate about the necessity of expanding this
theory to encompass aspects related to human and climate security. The foundation of
securitisation theory in the context of cyber hygiene is based on the idea that security is
a performative act, where language plays a crucial role in influencing the execution of
authority. While securitisation theory is primarily utilised to illustrate conceptualisations of
security within the political landscape, the current study applied the theory to examine how
cyber-hygiene practices among military officers are shaped by the perceived importance
of and threats posed by cyber threats and attacks. Philipsen argues that, to engage in
security, one must also articulate matters of security, in other words, one should implement
security practices, such as maintaining strong password management or ensuring the
use of secure networks. Individuals must therefore be aware of and participate in a
discourse about security.”’ Such discourse functions as a speech act that communicates
the nature and extent of the threat. Bester however points out that, even if the speech act
is initiated, it does not necessarily indicate a complete awareness or understanding of
the threat involved.”

Method

The study on which this article is based, adopted an interpretivist approach, mainly to
explore cyber hygiene within the SANDF context. A cross-sectional design was utilised
as the research was not focused on the long-term impact of cyber hygiene practices and
behavioural implications, but on the short-term impact. Moreover, participants were
recruited using a non-probability sampling method. Homogenous purposive sampling,
a non-probability method, was used as the technique to obtain information from the
participants.”
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Connection to the Larger Study

The current study formed part of a larger study that focused on cybersecurity awareness
among the South African armed forces. The larger study comprised two methodological
phases. Phase 1 focused on the qualitative exploration of cybersecurity awareness
by targeting participant perceptions and views. Phase 2 consisted of a quantitative
investigation that employed the Cybersecurity Orientation Questionnaire.®® The larger
study made use of a sequential design, which is a phased approach typically used in
mixed-methods studies.®! The current study explored the findings of Phase 1 of the larger
study by providing a detailed account of three dominant themes related to cyber-hygiene
practices in the SANDEF, namely:

e Theme 1: Training and knowledge development of cybersecurity awareness;
e Theme 2: Lack of trust in organisational devices and services; and
e Theme 3: Practical experience with cyber-hygiene practices

Research Aims and Objectives

The current study explored cyber-hygiene practices among South African military officers.
The focus on cyber hygiene emphasises the role of cybersecurity awareness in the SANDF
context, and contributes to the existing narrative that the human element is central to
the formation of online security behaviour. In recent times, cybersecurity research in
the South African context has received much attention in terms of elements related to
awareness, security management, and training.*? Bester however asserts that more research
needs to be conducted on cybersecurity awareness behaviour within the SANDF.* While
there might be limited research on cybersecurity awareness in the SANDF, a wealth of
research in this regard exists outside the SANDF context. In the context of the SANDF,
limited research exists that focused on cyber hygiene and cybersecurity awareness. For
this reason, it was necessary to explore the following dimensions:

¢ Information-sharing culture;
e Security orientation;

e Cybersecurity posture; and
* Cybersecurity practices.*

These four dimensions were developed to emphasise the importance of the human element
within the cybersecurity process. Consequently, the purpose of the study was to explore
the cyber-hygiene behavioural practices of a South African military sample. This was the
first time that research has been conducted on the cyber-hygiene behavioural practices in
a military context, and it is trusted that it will promote further research into refining the
measurement of cybersecurity awareness within the military context.

The research question for this study was whether South African military officers practise
cyber hygiene in the organisational context. The aims of the study were to explore the
cyber hygiene of South Africa military members, and to explore how cyber-hygiene
practices are conducted by military members.
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Participants

The researcher enlisted participants from the South African National Defence College
(SANDC), a distinguished military institution that provides comprehensive education,
training, and development programmes.*® The study deliberately omitted age and gender
as criteria for selecting participants, as these factors were deemed irrelevant in terms of
the research aims. Despite his best attempts, the researcher could only enlist ten senior
military officers, as other potential participants were unavailable owing to academic
commitments.

Data Collection

The participants completed semi-structured interviews about their perceptions of
cybersecurity awareness and online security behaviour executed within the organisation.
Semi-structured face-to-face interviews were conducted during January 2020 and lasted
between 35 and 50 minutes each.

Data-Collection Tool

The study employed an interview guide encompassing four dimensions pertinent to
cybersecurity awareness, namely:

¢ Information-sharing culture;
* Security orientation;

¢ Cybersecurity posture; and
¢ Cybersecurity practices.

While the primary purpose of the interview guide was not to concentrate on cyber-hygiene
practices, the analysis phase of the broader study highlighted the significance of security
behaviours and practices in understanding cybersecurity awareness. Furthermore, it is
essential to recognise that behaviour and security practices are integral to comprehending
the concept of cyber hygiene. Consequently, the positionality of this study justified the
need to investigate this emerging topic further.
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Participant number Gender Location Rank Race Arm of service

Pl Male Western Cape  General Coloured  Air Force
P2 Female Gauteng Colonel White Air Force
P3 Male Gauteng Colonel White SA Army
P4 Female Gauteng Colonel Indian SA Army
P5 Male Gauteng Colonel White SAMHS*
P6 Male Limpopo Captain Black SA Navy

P7 Female Gauteng Colonel Black SAMHS

P8 Female Gauteng Colonel White Air Force
P9 Male Gauteng Colonel Black SA Army
P10 Male Gauteng Colonel Coloured SA Army

*South African Military Health Service (SAMHS)
Table 1: Participant Profile

Ethical Considerations

Upholding ethical considerations throughout the study was important. The study was
conducted in alignment with established ethical best practices to ensure the integrity of the
study and the protection of the participants’ rights. All ten senior military officers provided
written informed consent to participate in the interview process. All ethical standards were
rigorously maintained throughout the duration of the interviews and the research. The
information presented during the semi-structured interviews was of a sensitive nature; the
researcher therefore utilised participant numbering to ensure anonymity. In addition, access
to the data was restricted to the principal researcher. Safeguarding of data in this study
was important, as it not only focused on military knowledge, but also on the confidential
information of military officers. Given the sensitive context of cybersecurity within the
SANDYF, the researcher exercised caution to avoid inducing anxiety among the participants
regarding the subject matter. When posed with challenging questions, the participants
were afforded the opportunity to reflect to ensure their composure and to allow them the
flexibility to respond in a manner that aligned with their comfort level.*® The researcher
adopted a non-judgemental approach, and established rapport in order for the participants
to provide rich and detailed information.*” Ethical clearance for this study was secured
from Stellenbosch University, South Africa. The data supporting the findings of this study
can be requested directly from the corresponding researcher; however, please note that
the data are not publicly available because of confidentiality restrictions.

Data Analysis

The study used a qualitative content analysis approach to identify patterns in the themes
derived from the data source.® This method helped in recognising commonalities and
the frequency of occurrence of these patterns. Qualitative inquiry is believed to provide
a deep understanding of events and phenomena in the social world.*’ In the context of
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the SANDF, exploring cyber hygiene necessitated a method that allowed participants to
share their experiences, which the researcher could then analyse.” Additionally, since the
study aimed to investigate the cyber-hygiene practices of South African military officers,
a qualitative approach was appropriate for this research. Qualitative content analysis
involves systematic and transparent procedures for processing data and substantiating
trustworthy interpretations in the social science domain.”' The study followed an eight-
step process:

e Preparing the data after the interview data had been collected;

e Defining the unit of analysis, expressed in a singular theme or paragraph;

¢ Developing categories and a coding scheme;

e Testing the coding scheme through the text from the obtained narratives;

e Coding the text;

¢ Evaluating the code consistency by checking and rechecking for duplication and
irregularities;

¢ Drawing inferences from the coded data; and

e Highlighting the findings and methodology used in the research process.

Three main themes emerged from the content analysis. The first theme focused on the
crucial development of training and knowledge in the field of cybersecurity awareness,
which highlighted the need for continuous learning and skill development to combat
evolving security threats. The second theme pertained to the prevailing lack of trust in
emerging technology, which underscored the challenges and mistrust surrounding the
adoption of new technological innovations and their potential cybersecurity implications.
The third theme emphasised the practical implications of executing security behaviour
that contributes to cyber hygiene in the organisation. The theme titles and descriptions
are presented in Table 2.

Theme Description

Theme 1: Training and This theme focused on the notion that training
knowledge development of  and development processes are important for the
cybersecurity awareness advancement of cybersecurity awareness.

Theme 2: Lack of trust in This theme focused on the trust that military members
organisational devices and  have in the ability of the organisation to implement
services its policies and directives. The notion of trust also

included the military officers’ ease and confidence
using digital devices, such as laptops and stationary
computers at their respective units.

Theme 3: Practical This theme addressed how exposure to security
experience with cyber- behaviour and knowledge may assist with cyber-
hygiene practices hygiene practices.

Table 2: Themes
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Results

This section discusses the three themes derived from the interviews conducted with
military members.

Theme 1: Training and Knowledge Development of Cybersecurity
Awareness

The interviewed senior military officers agreed that cybersecurity training and education
were crucial for advancing security in their organisational context, and they highlighted
the importance of teaching and learning within the military context. Training and
knowledge production regarding cyber threats and security behaviour are essential in the
advancement of cyber-hygiene practices and ensuring that rational decisions are made
when encountering threats.”? These findings echo the need for training as eight out of ten
participants indicated that, at the time, training was required to advance their security
behaviour and daily practices in the workplace. Two participants indicated some training
on cyber threats at the time and highlighted that it was largely the responsibility of the
military member to seek external training on cybersecurity. Eight participants emphasised
the importance of staying up to date with the latest cybersecurity trends to ensure that they
were prepared for potential threats. The participants also suggested that regular information
sessions would help to force members to adopt better security behaviour and remain
vigilant in their daily data-sharing tasks. Although the senior military officers were aware
of potential threats, they acknowledged that not all members of the organisation received
critical information on potential attacks. They therefore recommended that cybersecurity
and risk information training should be available to all levels of the organisation, without
any exclusionary factors. Relating this to cyber hygiene, training on cybersecurity is key
in raising the awareness levels of personnel in organisational contexts and reducing the
notion of risk. Howell ez al. however argue that training and providing threat information
may not necessarily improve security behaviour or advance cyber-hygiene practices;
instead, it may only improve decision-making on how to mitigate threats and address
previous or existing security behaviour.”> Some participants also indicated that, at the time
of the research, there was some level of awareness of cyber threats and they revealed that,
while very limited training on information security and overall cybersecurity behaviour
was provided to all members of the organisation, the acquisition of knowledge could
be performed in a private capacity. This could indicate the willingness and resourceful
nature of force members to educate themselves and to be contextually aware of threats
that may have an influence on their personal and organisational data. In this regard, some
participants mentioned the following (please note that all quotations are reproduced
verbatim and unedited):

If someone was really aware of the dangers of cyber threats and attacks
they would take the proper measures and log out, because what will
happen when someone imports something through your Internet account
or email address, then it spreads at work and on our computers and
when they investigate the issue, then you are the source without you
being aware. (P3)
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Cybersecurity training should be intervention-based where training is
offered on a monthly basis so that we’re able to adapt to technology
that is moving quickly. (P2)

All military members should be trained in the Department of Defence,
and information should not only belong to specific group of people such
as specialists or Defence Intelligence. The organisation must empower
people so that we can go beyond the current measures put in place to
solve our challenges with cybersecurity. (P3)

The above excerpts indicate that training on cyber hygiene should be a continuous
exercise. Organisations that offer regular cybersecurity training from a technical and
behavioural standpoint may benefit from an employee base that is aware of threats
and that may exhibit practical cyber-hygiene traits. Van’t Wout indicates that routine
cybersecurity awareness training is an effective approach to increasing the digital security
of an organisation.* Bester recommends that routine cybersecurity awareness training
is beneficial for practising cyber hygiene among employees in organisations.”® The
participants’ narratives suggested that regular cybersecurity training is required to reduce
the threat to organisations and members of organisations.

Theme 2: Lack of Trust in Organisational Devices and Services

This theme focused on the digital trust that participants should have in cyberspace, and
the technology required to access this space. Six of the ten participants considered there
to be mistrust regarding the use of organisational devices, such as laptops, as well as the
implementation of policies related to the use of these devices. Four of the ten participants
considered there to be trust among military members; however, it was noted that senior
management should discipline those who violate procedures. The element of digital trust in
Theme 2 was an important factor for the participants, as this trait allowed for peace of mind
when gaining access to devices and navigating the Internet and organisational networks.
The implementation of effective cyber-hygiene practices empowers employees to navigate
the Internet and organisational systems with confidence.”® Furthermore, fostering digital
trust within organisations is likely to enhance employees’ cyber-hygiene practices, thereby
contributing to a secure operating environment.”’ This theme also raised another important
aspect, which was that the participants did not trust the technological devices supplied
by the organisation to access cyberspace without the risk of malware being present. The
participants shared the opinion that trust was an important factor in achieving effective
communication in the organisation. Expanding on the point made by the participants,
it is noted that effective, transparent communication strategies form a good foundation
to establish trusting relationships, especially since cybersecurity requires collaboration
among stakeholders. The narratives of the military officers in this regard were as follows:

I would personally make cybersecurity more visible in the organisation.
There are military members who violate certain security procedures, and
this is usually kept quiet. I believe the organisation should expose those
that are violating trust and existing security measures. (P2)
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I must admit, there is an absence of clear communication in the
Department of Defence. There are certain systems in place, but these
have been adjusted as times goes on, you understand. Unfortunately, |
am not aware whether we have an official network that will allow us to
engage in rapid information sharing of threats. (P2)

[A]t this stage, if you look at Lotus Notes, we are looking at meetings,
performance plans, and that sort of stuff. I don’t think the network is
secure enough, and I don’t think any secret or top-secret information
should be shared on this platform; it should be in a central place where
you look at the information and go away. (P8)

[W]e not actually securing the information in the organisation, so if I lose
my laptop in the organisation, I lose everything. I do have a password,
but that’s about it. (P5)

These narratives show that, at the time of the research, there was a level of mistrust
among military officers concerning the network security and the devices provided to
military members. The narratives provided insight into the complex relationship that
participating military officers had with the resources supplied by the SANDF at the time.
The precautions implemented to address security challenges related to theft were also
raised, where Participant 5 (P5) indicated that setting a password is sufficient to secure a
device that is subject to theft. This raises the argument that physical security needs to be
taken as seriously as the enforcement of online security behaviour in the workplace. This
particular stance on a lack of trust may extend to Participant 3’s view, which was that, at the
time, the organisation did not trust its employees with the official allocated laptop devices
and therefore applied strict security policies to monitor this. The awareness related to the
existing network security also came into question, where Participants 2 and 8 remarked
that they were neither aware of its existence, nor were they confident in the capability of
its implementation. The researcher argues that existing security procedures come in the
form of best practices and guidelines. Moreover, existing procedures detailing the security
steps in cybersecurity should also be made more accessible for military members in the
organisation, as pointed out by Participant 5. Participant 2 indicated that there were gaps
in the communication strategies to deploy risk information on cyber threats.

Theme 3: Practical Experience with Cyber-Hygiene Practices

Nine out of ten participants indicated that they actively engaged in setting new passwords
and storing their data in secure locations. Enhancing cyber-hygiene practices may facilitate
a cost-effective way to address cybersecurity in the workplace as the focus is on an
individual level.”® Practising cybersecurity awareness and information security has been
shown to depend on individual factors related to age and gender.” These factors as variables
are both considered to be present when security behaviour is practised in organisational
and personal contexts. This also shows that there is a limited gap between the two contexts
and the practice of security behaviour.!” Moreover, it was evident from the narratives that
the practical experience of cyber hygiene was not dependent on years of experience in
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the organisation or the period in which an individual is exposed to the Internet. Instead,
the narratives alluded to the knowledge and experience gained by observing the security
protocols executed in the organisation. In this discussion, information-sharing activities
play an important role in the formation of perceptions of cyber-hygiene practices. The
narratives showed a lack of guidance when interpreting cyber threats, as well as when
exercising cybersecurity behaviour. The theme showed that the participants practised
cyber hygiene by regularly changing their passwords and securing organisational data
by refraining from storing sensitive information on their personal memory sticks or flash
drives, and avoiding connecting to public Wi-Fi access points. The narratives indicated
that certain steps were taken by military officers in the SANDF to ensure cyber hygiene;
however, not all practices were ideal. Skorenkyy et al. suggest that technical training
is required to enhance the expertise of employees in organisations.!’! These training
programmes however often fail to include policy and regulatory frameworks. Based on
the participants’ narratives, it was evident that, when storing information, the boundaries
are not always transparent. This may lead to misunderstandings, and may also affect the
execution of behaviour. Excerpts from the participants’ narratives are presented below.

Ever since the computer generation in terms of putting documentation
on the hard drive, it becomes [...] a risk because you are sometimes
requested to work at home. Although sometimes it’s easier said than
done and this is where [...] you sometimes blur the line when saving
official information on your personal hard drive. And sometime vice
versa as sometimes you are not in possession of your Defence hard
drive, and sometimes you transfer that information to a personal hard
drive, which could be problematic. (P1)

Yes, I have a MacBook and I store all my work information on my
personal device. And then I save all work-related information on a flash
disk which I received from Air Force HQ [headquarters]. Tomorrow
I will bring it back to work and then work in such a way again. (P2)

I don’t secure my passwords regularly. I’'m not so fussy about it. For
example, right now we know it’s supposed to happen, but there’s not
much going into it. (P7)

Government information should not really be stored on a personal flash
drive and they can store it on a hard drive, but it must be controlled. (P6)

I would say one way to limit breaches to systems and computers and
stuff is to make sure you are in your office working and not leaving your
work on the database. You need to avoid leaving your information on
memory sticks that should not be done what I think. (P5)

[Als an officer you should know what is right or wrong. And to be
ethical, to save your official information on your personal hard drive is
not right. But [...] sometimes you are forced to do things that are not
supposed to be done in that manner. (P1)
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I don’t believe military members are aware of how they should behave
in cyberspace and how they should treat information. For example, the
in thing as of late is, when you get a signal, you take a photo and send
it to your colleague via WhatsApp, though WhatsApp is encrypted. (P9)

Participant 9’s narrative showed that procedures concerning the information shared
in terms of cybersecurity were unclear. In addition, Participant 9 noted that secure
information-sharing practices were limited and that sensitive information was shared
on social communication platforms, such as WhatsApp. Participant 1’s words showed
that behaviour was adapted based on risk. The researcher concluded that behaviour is
influenced by risk perception, which entails that users adapt their security behaviour based
on how much risk they are willing to take. This risk was also demonstrated in Participant
2’s words. The narratives indicated that the participants were able to implement some
cyber-hygiene practices in the organisation by changing passwords on their personal and
organisational devices, refraining from storing sensitive data on flash drives, and making
use of a controlled and secure space to store organisational data.

Discussion

The participants reported experiencing various challenges in acquiring cybersecurity
awareness training, in their personal and in their professional capacity. This resulted
in feelings of frustration with the senior management of the organisation. According to
Van’t Wout, training should be tailored and customised to the needs of the organisation.'?
Bester advances this idea by pointing out that cybersecurity training should not only be
reserved for those with technical abilities and those in specialised roles; instead, it must
form part of a structured training programme that is accessible to all members of an
organisation.'” Ncubukezi and Mwansa argue that all employees (management included)
should be involved in establishing cyber hygiene.'™

The impact of the digital culture has been substantial in promoting the incorporation of
technology into professional roles. Culture plays a vital role in organisational settings and
signifies the readiness of an organisation to embrace a digital culture that is marked by
cybersecurity awareness and compliance with established best practices and guidelines.!%
Trevors and Wallen highlight the importance of organisations establishing a well-defined
framework and action plan to manage cyber threats and potential incidents effectively.'*
Their findings revealed that the organisation acknowledges the significance of cyberattacks
to national and individual security. Tabrizi et a/. argue that, while organisations embrace
digital transformation, the efforts of these attempts may not necessarily yield effective
outcomes.'”” Mvubu and Naudé attribute the lack of digital transformation in organisational
contexts to risk taking, innovation, and collaborative efforts.!”® The current findings
indicated indicate that some senior military officers are applying cyber-hygiene practices
in the organisation; however, the underlying feeling was that there is a growing digital
culture that demands attention. It is worth noting that organisational culture plays a
significant role in the acceptance of digital technologies.!” In the case of the SANDF,
increasing budgetary constraints may however complicate the advancement of a digital
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culture. This may also affect the overall securitisation process where security moves may
not occur fully. A reflection of these budgetary constraints can be found in the Department
of Defence Annual Report 2023-2024.11°

Theme 2 showed that the majority of the participants had mistrust in the use of
organisationally sanctioned devices for performing their day-to-day tasks. Access to
devices (laptops and computers) that were safe within the organisation was revealed to
be problematic. The findings showed that most members did not trust the devices in their
respective units. Instead, they relied on their own laptops and mobile devices to conduct
their duties. This shows that, at the time, there was mistrust among participating military
members of their allocated organisational devices. The bring-your-own-device (BYOD)
scenario in the workplace signifies a level of risk, but may also be an indication of the limited
execution of policy that dictates the use of personal devices in organisational settings, such
as the SANDE."! Moreover, from a contextual standpoint, it can be argued that budgetary
limitations may neither consistently enable the facilitation of comprehensive training
throughout the entire organisation nor ensure the accessibility of devices equipped with
sophisticated security software essential for enhancing cybersecurity. When examining the
potential impact of financial limitations on the cyber-defence capabilities of the SANDF,
it is important to emphasise four strategic objectives, namely:

¢ The development of capabilities;
¢ The implementation of awareness initiatives on cybersecurity;
¢ The facilitation of research and training; and

* Co-ordination and engagement with national and international stakeholders.''

Consequently, budgetary constraints could hinder the successful implementation of these
strategic goals, particularly in the domain of training, which is essential for fostering
awareness and understanding of cybersecurity.'?

The Department of Defence Instruction DODI/CMI/00008/2001 refers to the auditing of
personal and organisational devices in order to safeguard against threats and attacks.!*
Although the directive exists, the participants noted that, at the time of the research, there
was a lack of seriousness among members in the organisation regarding the use of personal
devices and the storage of sensitive organisational information on unsanctioned devices.
Akter et al. argue that cyber threats and attacks are becoming increasingly prominent
in society and are targeting employees in organisational contexts. Akter et al. suggest
that employees with limited cybersecurity awareness and knowledge may be susceptible
to threats.!'s Practical skills and knowledge are therefore recommended for enhanced
capacity to mitigate potential cyber threats. The participants showed an acceptable level of
awareness of potential cyber threats; however, some participants were not able to recognise
that their own behaviour increased their vulnerability to potential attacks, and might act
as a gateway for organisational data to be at risk. The human factor is therefore not only
the weakest link, but also the most significant component in the cybersecurity chain.

Theme 3 revealed that some participants had been exposed to online security practices
that assisted with their cyber hygiene in the organisation; however, their exposure to
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cyber-hygiene practices was not as a result of age or gender. There is therefore a need for
self-development and staying secure in a digital environment. Additionally, participants
who practised cyber hygiene recognised that cyber threats require attention and must be
addressed through behavioural strategies. This acknowledgment of the threat aligns with
existing literature on securitisation theory, which states that recognising a threat is essential
for implementing any emergency measures.''® Moreover, the Department of Defence
Instruction DODI/CMI/00008/2001 indicates online security practices must be adhered
to, as the storage of restricted information on officially registered organisational storage
devices as well as on laptops must be approved by the designated ICT specialist at the unit
level.'"” This was however not the case for all participants, as some indicated that there
was limited exposure to training on cybersecurity awareness and policies that deal with
online security in the organisation. The level of experience gained when practising cyber-
hygiene may also point to the idea that age and gender differences might be predictors
of security behaviour."'® Humaidi and Shahrom argue that work experience might be
considered a strong predictor of security practices, such as connecting to open-source
Wi-Fi access points.'"” The current findings showed that the majority of the participants
did not connect to open-source Wi-Fi, and applied security behaviour in their personal
and professional contexts. Moreover, in terms of experience, the participants also did
not have high expectations of how cybersecurity was executed in the organisation at the
time. The participants’ perception of this limited execution was therefore based on their
experience with unclear guidelines and directives, as well as a lack of seriousness in
considering cybersecurity as an outcome. In addition, effective cyber hygiene demands
acknowledgement by senior management in organisational contexts and, in the case of
the SANDF, the findings showed that threat acknowledgement has not fully occurred,
which means that, from a theoretical view, the securitisation of cyber threats has not yet
reached a point where emergency measures are introduced.

Limitations and Recommendations

The current study was limited to a specific subset of participants due to limitations in
accessing and recruiting military officers to participate in the study. As a result, the findings
of this study may not be broadly applicable to the entire SANDF. he findings revealed that
senior officers were aware of the current directives in the SANDF related to cybersecurity
or information security; however, abiding by the directives was not considered important.
To enhance the development of a more cohesive policy in the SANDF, it is recommended
that future contributions should be more explicit and incentive-based. This method could
potentially promote adherence to policies and persuade military personnel to view policy
and directives as advantageous. The findings also underscored that awareness of specific
threats could influence the implementation of online security measures. Better alignment
between the directives of the organisation and the level of awareness required from military
members at the unit level is therefore required.

In the context of bolstering cybersecurity protocols within military ranks, it is imperative
to explore the adoption of gamification as a methodological approach to training
programmes. This approach focuses on raising awareness of information security threats
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and the vulnerabilities that arise from human behaviour. Gamification is especially suitable
for employees who prefer a more relaxed and engaging way to undergo cybersecurity
training. Additionally, integrating the Cybersecurity Orientation Questionnaire developed
by Bester'?® with the 16 Personal Factor Questionnaire could help to measure how different
personality types might be susceptible to various cyber threats and how users should
approach risk in the SANDF. This recommendation is crucial because psychological
practitioners in the SANDF conduct assessments for selection purposes. Improving
psychological measurements could therefore contribute to the overall goal of understanding
and focusing on human psychology within the cybersecurity domain.

Conclusion

This article focused on the cyber-hygiene practices employed by military members in
their everyday functioning within the organisational context. The findings showed that
some military members practised cyber hygiene by engaging in safe data practices and
storing sensitive information, although there were a few military members that indicated
that, at the time, data-safety practices were challenging to adhere to since organisational
demands superseded these indicated security practices. Additionally, the majority of
the military members highlighted that additional training and clear guidelines should
be implemented to avoid a mismatch between security practices and expectations.
Furthermore, the lack of confidence in the technical capability of the organisation was
hampering the advancement of a digital culture in the organisation framed around security
and technological integration. The ability to practise cyber hygiene shows that military
members feel more secure about their organisational and personal data when using their
own devices, rather than the allocated organisational devices.

The insights produced by this study offer a humanistic view on the cyber-hygiene practices
employed by senior South African military officers. This study may act as a starting
point to view the human element as one of the strong links in the cybersecurity chain.
Practising cyber hygiene is by no means a once-off procedure, but requires investment
through resources and leadership to convey the importance of mitigating malware
infections and data corruption as well as data loss. Ultimately, the promotion of cyber
hygiene in organisational contexts may lead to a healthy cyber environment, which in
turn may advance the security behaviour of users and their understanding and awareness
of cybersecurity.
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